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Some Housekeeping before we start
• Make sure you appear on MS Teams with the same 

First Name, Last Name used for registration to acquire CPEs.

• Presentation might be recorded, 
along with the slides it might be released by mail after the session 

• Please mute your microphone and stop sharing your video camera 
as soon as you enter the session

• If you have any questions, please use the raise hand feature 
or type it in the chat box



Thanks for attending ISACA Square Tables

Next Square Table Webinar: February 17, 2021

Different Time: 18:00 – 19:00h

Oh! My supplier did not deliver… 
How to build resiliency in supply chain
Speaker: Sunil Bakshi



● About the speakers
● SME in the Netherlands
● ISMS example 1 (Atlassian)
● ISMS example 2 (Office 365)
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 Certified Security and Privacy 
Officer

 > 25 years IT experience

 > 20 years Health care 
experience

 Information quality and 
security

 Privacy

 IT Risk management

 IT auditor

 Software & SAAS companies

 Health Care & Cure

 Small Medium Enterprises

G.vanzeijl@zorgzuid.nl

Gilbert Van Zeijl (CISA, 
CISM, CIPP-E, CIPM) | 
LinkedIn



 Certified Information Security 
Manager

 Certified Information Systems 
Auditor

 Certified Ethical Hacker 

 > 8 years Privacy and security 
experience

 Regulation Compliance 

 IT auditor

 ISO 27001

 Online gambling

 E-Commerce

 Small Medium Enterprises

onvanrooyen@gmail.com

Nico van Rooyen | LinkedIn



Small Medium Enterprises 
in the Netherlands
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70% Dutch employed persons €1027 Bilion yearly revenue

1.92 Milion SME companies 60% added value



Company size, 
The Netherlands
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Source: De Staat van het MKB 2015; CBS



SME definition

9Source: MKB in beeld (MKB servicedesk.nl)

Micro: < 10 employees
< €700 k

Small: < 50 employees
< €12 M

Medium: < 250 employees
<€40 M



ISMS example 1
● Using Atlassian
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ISO High Level Structure



Key Partners

IT hosting partner
IT housing partner

Marketing partner
Knowledge partner

External developers
External testers

Finance & administration

Key Activities

Product 
Development

Product delivery

Customer Support

Sales & Marketing

Value Proposition

SAAS dienst, App 
of Web.

Software 

Consultancy

Customer 
relationships

Customer 
Segments

Key resources

IP / knowledge
Employees
Director/owner

Primary Information 
system

Customer data

Channels

Webpage
Digital newsletter

Direct marketing

Revenu Streams

Recurring revenu. 

One-time / project revenue

Cost Structures

Labour / personell (In- External) 80%
Hosting / housing IT
Rest: marketing, administration, advisors, 
suppliersC
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Example of a Software company
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Risk management
● Management involvement

● Based on business canvas as risk framework

● Percieved risk is thus business risk

● Mitigating measures defined on improvement board (Jira)

● Simple feedback on status in risk matrix (Jira Query)

● Examples in Jira / Confluence



Risk management Example



Link ISO standard with
internal policies



ISMS example 2
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● Using Office 365



Working with SMEs
The Good

● Limited bureaucracy

● Few decision makers

● Fast adapting and ever 
changing organisation 
culture

● Major contributions by 
few people

The Bad

● Limited resources (man 
power and funds)

● Dependency on key 
recourses

● Projects loose momentum

● Expect more pay less attitude

● Limited accountability
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The Ugly truth

● More systems than employees

● Outsourcing is often cost effective

● Limited skill inhouse
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Before you start your ISMS
What do you need to know?

● Your organisational strategy

● Your cost per control

● The impact of the ISMS on the 
way of working

● Tools and skills at your 
disposal

What do you need to do?/ Where do 
you start?

● First, Integrate effective controls

● Integrate low hanging fruit

● Integrate full or limited audit scope

● Lastly, integrate failed controls by 
designing them as effective controls

Automation is key! Comply with more controls 
using fewer people and less resources. 



“Auditors 
think in lists. Auditees think in 
graphs. 
As long as this is true,
auditees win.” 
John Lambert
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Graph

ISMS

Auditor

Certification
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● Enabled users = number of licences allocated / available 

● Active users = users active in the month

● MoM returning users = users active in the month that were also active in the 
preceding month

● First time users = New users / employees

Graph
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ISMS
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Auditor
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The end


